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The MONARC - LHC Computing Model
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Moving toward a “Cloud” Model

A dynamic scheme to access data requires significantly more
knowledge about the data distribution state of the servers
and the network infrastructure . The information should be
available to large number of jobs in near real-time

losif Legrand July 2014 3



Monitoring Information is necessary for System Design,
Control, Optimization, Debugging and Accounting

Computing Models
Modeling & Simulations

Optimization
Algorithms _

Create resilient
Distributed Systems

Control and
Operational support
ALARMS
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Monitoring Distributed Systems

An essential part of managing large scale, distributed data
processing facilities, is a monitoring system that is able to
monitor computing facilities, storage systems, networks
and a very large number of applications running on these
systems in near-real time.

The monitoring information gathered for all the
subsystems is essential for design, modelling, debugging,
accounting and the development of “higher level
services”, that provide decision support and some degree
of automated decisions and for maintaining and optimizing
workflow in large scale distributed systems.
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Network Layers
OSI and TCP/IP Layered Models

TCP/IP
OSI| Model TCP/IP Protocol Suite
Model

.- VWeb Remote Name
Application Transfer | Browser
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Presentation HTTP Telnet DNS Application

Rlogin
Session

Transaction Control Protocol User Datagram Protocol
Transport
UDP
Internet Protocol ARP, RARP
Network Internet
ICMP
Data Link Ethernet Token Ring FDDI
Protocols Network
Copper Twisted Pair Access

Fiber Optic UIEIESS
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Transport Layer

Provide logical communication between application
processes running on different hosts The transport layer is
responsible for process-to-process delivery

» Datagram messaging service (UDP) It does not add
anything to the services of IP exceptto provide process-to-
process communication instead of host-to-host communication.

» Reliable, in-order delivery (TCP)
A Connection set-up
A Discarding of corrupted packets
Q Retransmission of lost packets
Q Flow control
A Congestion control

losif Legrand July 2014 4



SNMP - Simple Network Management Protocol

s a UDP-based network protocol

With SNMP you can monitor hardware devices and software
applications. It is also possible to control and configure
these devices.

Common devices managed by SNMP include
« Computer hosts

 Routers

« Switches

« IPtelephones
« Printers

« Software application and services ( Data Bases ,Web
Servers, Batch Systems ..)

losif Legrand July 2014 8



Main SNMP components

Three key components:
Management Information Base (MIB)
SNMP Agent
Network Management System (NMS)

Network Management System

GET / WALK Asynchronous

communication TRAP

SNMP Agents
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SNMP Agent

An SNMP agent on a managed device exposes status information as
variables. Various data can be made available about the device using
SNMP for example:

System name

Free memory

Processor usage
Uptime

Traffic on each interface

Can be easily extended to report new parameters

SNMP agent can also accept requests from clients to perform
‘active’ administration and to modify managed devices
configuration

Agent status information and active administration commands are
defined in “MIB” files

losif Legrand July 2014 10



SNMP MIB - Management information base files

The very basic component of the structure
used in case of SNMP is an object. Every so(1)
iInformation that can be queried through
SNMP is looked in terms of an object. They
organized in a hieratical structure and every
object has an associated unique ID (known
as OID).

A group of objects form a MIB.

org(3)
dod(6

internet(1

private(4
directory(1

MIB — File that defines variables that can be @

read or set on the managed device using
SNMP

Defines information about the managed
device that can be polled for using SNMP
clients

Defines active management settings that can
be set or changed to alter the device
configuration using SNMP

losif Legrand July 2014 11
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Trap Mechanism

Trap subscriptions

-Asynchronous notification.

-SNMP agents can be programmed to send trap messages when
a certain set of circumstances ( or thresholds) arise.

« Managed devices agent will send notifications to
listeners

« The Agent sends notifications to all subscribers

losif Legrand July 2014 12



SNMP History

SNMP version 1
was published in 1988
RFC 1157
SNMP version 2 added additional functionality
RFC 1441 (1993)
SNMP v3 added security features
RFC 3410-3415 (1999)

Wildly accepted and there are many implementations
for most network devices, computers, printers, home
electronic devices, and large scale software products.

losif Legrand July 2014 13



A Simple Monitoring System

script
EESEea
‘ PROCESS >
script — | |
Generate plots
script

periodically
But such an architecture
> Does NOT scale

» Can not be used in large scale geographically distributed systems
» Can not be used to control, manage and optimize complex flows
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Philosophy:
Mobile Code to build Distributed Services

Any well suited protocol for the application

O

Dynamic Code Loading Inspired by the

JAVA-JINI Technology
Services can be used dynamically

»Remote Services Proxy == RMI Stub
»Mobile Agents Proxy == Entire Service

»“Smart Proxies” Proxy adjusts to the client

Act as a true dynamic service and provide the necessary
functionally to be used by any other services that require such
iInformation (Jini, interface to WSDL / SOAP)

» mechanism to dynamically discover all the “Service Units"

» remote event notification for changes in the any system
» lease mechanism for each registered un

losif Legrand July 2014 15



Mobile Code - AGENTS

» Mobile code supports a flexible form of distributed
computation where the desired nonlocal
computations need not be known in advance at the
execution site

ADVATGAES

» Take decisions at the run time
> Flexibility

» Dynamic Deployment

» [Easy to reconfigure

losif Legrand July 2014 16
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The MonALISA Architecture
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Regional or Global High Level
Services,
Repositories & Clients

Secure and reliable communication
Dynamic load balancing

Scalability & Replication

AAA for Clients

Distributed System for gathering and
analyzing information based on
mobile agents:

Customized aggregation, Triggers,
Actions

Distributed Dynamic
Registration and Discovery-
based on a lease

mechanism and remote events

Fully Distributed System with no Single Point of Failure
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MonALISA Service & Data Handling

Postgres
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Multi-Thread Execution Engine

Pool of Threads £ . ution Engine & Control

* ‘ Timeout _’O

Error Handling
procedures

<> ?::-L;.,{J;;ir
Q sSuccess

N ’
Priority Qteue _ _--7
y.Q Sao Monitor IO === -
for Monitoring ~======-= T Re-Schedule
operation
tasks
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Registration / Discovery
Admin Access and AAA for Clients

“Application Registration |
MonALISA ™\ (signed certificate) Discovery

Service \ .
Lookup 4 Client
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MonALISA collects any type of monitoring information in

distributed systems
The MonALISA package includes:

»Local host monitoring (CPU, memory, network traffic , processes and
sockets in each state, LM sensors, APC UPSs), log files tailing

»SNMP generic & specific modules
»Condor, PBS, LSF and SGE (accounting & host monitoring), Ganglia
»Ping, tracepath, traceroute, pathload and other network-related
measurements
»TL1, Network devices, Ciena, Optical switches
»Calling external applications/scripts that return as output the values
»XDR-formatted UDP messages (ApMon — user’s defined information).
New modules can be easily added by implementing a simple Java interface.
Filters can be used to generate new aggregate data.
The Service can also react to the monitoring data it receives
(actions & alarms).
MonALISA can run code as distributed agents for global optimization

losif Legrand July 2014 21



ApMon — Application Monitoring

UDP based Library of APIs (C, C++, Java, Perl. Python) that can be used to send
any information defined by users or applications to MonALISA services

»Flexibility, dynamic configuration, high communication performance

| dynamic
6?‘ Co ' .
\ 1 = reloading

> Automated system w = .
monitoring

>  Accounting

information MonALISA
Service
70
S 60 |
(O]
& 50 |
3
> 40
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5 Service
2 20
§ 10 No Lost Packages \
0 T T T T T - -
0 1000 2000 3000 4000 5000 6000 Ap Mon Conflguratlon

Messages per second

ApMon| _generated automatically
| CO"f"_Q “by a servlet/ CGl script
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LISA- Localhost Information Service Agent
End To End Monitoring Tool

A lightweight Java Web Start application that provides complete
monitoring of the end user systems, the network connectivity and
can use the MonALISA framework to optimize.cli Leati

m
Host Q. Host
U

@ It is very easy to deploy and install by simply Ci
using any browser. e S

@ It detects the system architecture, the operating
system and selects dynamically the binary parts
necessary on each system.

€ It can be easily deployed on any system. It is
rl\l/IOW used on all versions of Windows, Linux,
ac.

@ It provides complete system monitoring of the
host computer:

¢ CPU, memory, IO, disk, ...

€ Hardware detection

€4 Main components, Audio, Video equipment,
® Drivers installed in the system

@ A user friendly GUI to present all the monitoring
information.
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LISA- End User / Client Agent

Authorization
Service discovery

Local detection for hardware and
software

Complete monitoring of the system
End to end performance measurements
System configuration

Act as an active listener the events
related with the requests generated by its
local applications.

The End User Agent implements the secure APIs the applications may
use to generate requests and to interact with the Network Service
System.

It will continuously receive time estimations to complete the request .

When it is possible, will help to provide correct system & network
configuration to the end systems.
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Monitoring architecture in ALICE
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AliEn Monitor U 2Ets AliEn

Job Agent Brokers
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Monitoring Grid sites, Running Jobs,
Network Traffic, and Connectivity
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Monitoring the Execution of Jobs
and the Time Evolution
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Monitoring in ALICE: jobs, resources, services
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Monitoring Network Topology (L3),
Latency, Routers
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ALICE : Global Views, Status & Jobs
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Real Time Ping Measurements between ALICE Sites
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Monitoring in ALICE: Xrootd servers
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10 Traffic IN on the SE- CERN servers
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USLHCNet: High-speed trans-Atlantic network
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Topology & Status & Peering
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Monitoring USLHCNet Topology

Real Time Topology for L2 Circuits
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USLHCnet: Accounting for Integrated Traffic

Integrated Traffic
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Monitoring Links Availability
Very Reliable Information

Link availability

1.00

AMS-GVA (SURFnet)
AMS-GVA (Geant)
AMS-NYC (Level3)

AMS-NYC (TSystems)

Ref @ CERN)

CHI-NYC(Level3)
GVA-NYC (TSystems)
CHI-NYC(NLR1)
CHI-GVA(TSystems)
CHI-GVA(Level3)

CHI-NYC(NLR2) |

Link name

AMS-GVA Ciena (SURFnet)
AMS-GVA F10 (Geant)

AMS-NY (Level3)
AMS-NY (TSystems)

GVAL-GWAZ (USLHCNet)

GWA-NY (Level3)
GVA-NY (TSystems)

Data
Starts
10 Oct 2009 15:30
10 Oct 2009 15:30
10 Oct 2009 15:30
10 Oct 2009 15:30
10 Oct 2009 15:30
10 Oct 2009 15:31
10 Oct 2009 15:31

Statistics

Monitoring
Availability(2%o) Gaps
100%
100%

.(.)nltorlng -
ilability

Ends
29 Aug 2010 15:30
29 Aug 2010 15:30
29 Aug 2010 15:
29 Aug 2010 15:
29 Aug 2010 15:
29 Aug 2010 15:
29 Aug 2010 15:

Avlilability(%o)

CHI-NY (MLR 1) 10 Cct 2009 15:30 29 Aug 2010 15: 100%
CHI-GVA (TSystems) 10 Qct 2009 15:30 29 Aug 2010 15:30 100%
CHI-GWVA (Level3) 10 Cct 2009 15:30 29 Aug 2010 15:30 100%
CHI-NY (NLR 2) 10 Qct 2009 15:31 29 Aug 2010 15:30 100%
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ALARMS and Automatic notifications for USLHCnet

=] CIENA Alarms for USLHCNet

Date (GMT Site Hode IP Remarks
| last week Izl | | |

18.10.2010 12:09 | AMS_USLHCNET_CDS| 192.65.157.40 | "1-A-3-1-1,GIGE:CR,LOS,5A,2010-10-18,10:05:00,.:\"Loss of signal\","

18.10.2010 12:06 | AMS_USLHCNET_CDS| 192.65.197.40 | "1-A-3-1-1,GIGE:CR,LOS,5A,2010-10-18,10:05:32,,:\"Less of signal\","

17.10.2010 03:21 | CHI_USLHCNET_CDS | 192.65.196.107 | "TimingInput_LINE_1,REF:MN,SYNCCLK,NSA,2010-10-17,01:20:56,,:\"Frequency offset ...
17.10.2010 03:20| CHI_USLHCNET_CDS | 192.65.196.107 | "TimingInput_LINE_1,REF:MN,SYNCCLK,NSA,2010-10-17,01:20:56,,:\"Frequency offset ...
17.10.2010 03:13 | AMS_USLHCNET_CDS| 192.65.157.40 | "1-A-2-2,0C192:MN,RFI-L,NSA,2010-10-17,01:15:16,,:\"Line RFI\","

17.10.2010 03:10 | AMS_USLHCNET_CDS| 192.65.197.40 | "1-A-2-2,0C192:MN,AIT ' M7% mnsn «n o= meomnian oo aemtnn

17.10.2010 03:09 | AMS_USLHCNET_CDS| 192.65.157.40 | "1-A-2-2,0C192:MN,RF

17.10.2010 03:09| GVA_USLHCNET_CDS| 192.65.196.172 | "1-A-8-1,0C192:MN,AL .

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-chi-51-2,5NC:CR,|

17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-chi-51-3,5NC:iCR,|

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-chi-51-6,5NC:CR,|

17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-chi-51-7,5NC:iCR,|

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-nyc-3513-3,5NC:C

17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-nyc-3524-6,5NC:(

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-nyc-51-1,5NC:CR, — |
17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-nyc-51-4,5NC:CR, famNde [vvcy

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-chi-3500-4,5NC:C e

17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-chi-3500-6,5NC:C s [+s

17.10.2010 03:06 | GVA_USLHCNET_CDS| 152.65.196.172 | "gva-chi-3506-5,5NC:C e e
17.10.2010 03:06 | GVA_USLHCNET_CDS| 192.65.196.172 | "gva-chi-3506-6,5NC:C SR _[1ae2

T

4m

TR,

|

[Tl

FARE LIPS e

S

i

A7

L L e 1o Tl - B o AN
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CERN-FNAL Traffic and
CMS Instantaneous Luminosity

SOl CERN — FNAL TRAFFIC[Lumi: 2x10%

of BW use with

R new Lumi. level, .
Reprocessing for
conferences, etc.

Short term peaks Lumi: ~1033

at 100% of
capacity ‘

Mar Apr May lun dul Aug
2011

& FMRAL primary FrAL secondary
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ALICE: RTT measurements from CERN to all sites

Uy g vrere

RTT

Network conditi

FoznanfZalice physics.ox.a.uk
Madridivabox0003.m45.ihep.su
FZKsgl-vobox.isma khakov.ua
Legnarafui0i-alice.cr.cnat.infn. it
TACCfalicluster.if.pu.edu.pl
2ZA_CHPC/Zalice.physics.ox.ac.uk
Oxford/elvoboxalicce1.in2p3 1t
Bandung/10.11.3.4
Cagliari/aliendb5.cem.ch
Hiroshimalvobax2- iep-grid.saske sk
CCINZP3inanicg03.in2p3 fr
CERN-CVMF SiwebsvesD3.0sc.edu

e e s et g s L PR ]

i

Traitsk/cihuatontli.nucleares.unam.mx
Kolkata-CREAMIgrin004.inrtratsk.ru
UiBlalien.spacescience.ro
CCINZF3aliendbd.cam.ch
KISTI_GSDC/aliendb8.cem.ch
CERNfusbox spacescience.fo
FZWalice sut.ac th
KISTI-CREAM/nanlegl3.in2p3.fr
GRIF_IPNO/alice-vobox labs.ac.za
CERNfle guob0Z jint.u
Grenablefvobox2-iep-grid saske sk
Totina/0.1.0.17

CSC/192.168.0.50
aliendb7.cem.ch/lcgveboxino.dnp.fm...
Clemmantigrid-vabox.chpe.ac.za
CERN-CREAM/aliendbi.cem.ch
HHLR_GUivobax.cttrigrid. it
SNIC/182.188.0.59

NIKHEF fvobox.reef.man.poznan.pl
NIPNE/aliendb1.cem.ch
ISMAIxcealice01 gsi de
JINRfpcaliced2.cem.ch
aliendbB.cem.chiobox2. itep.i
SNIC/D.1.0.17

CERN-CVMF S/bovobox.bo.infn.it
Clemmantivobox.reef.man.paznan.pl
COMSATSfalice-vobox.yerphi-cluster
Cyfaneticemn0.tace.utexas.edu
CNAF/vobox-alice.ceta-ciemates
Kosicevoalice1.cem.ch
Cyfranet/gtd. pnpi.ni.iu
CERN-Livobox-alice.Inl.infn it
JINRfvabox spacescience.fa
Triestefalice-vobox.yerphi-clustar.grid....
aliendb3.cem.chlaliendbd.cem.ch
NECTEG/alice11.spbu.ru
SaoPauloivobox.bitp kiev.ua

NIKHEF lvobox-alice ba.infn.it
BITP/sampavo.if.usp.br

06:50 07:00

07:40 07:50 08:00

Local Time

¥ farmgrid3.yerphi.am
LLNUalien.bes.uib.na
aliendb.cem.chiveboxi 1 sdfarm ke
ITEP/aliendb8.cern.ch

AV
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Asymmetric Routing
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Path monitoring for each pair of sites

Eile View Discovery Groups Security Position Help

= [Routers [+ | [Sorina [+ ] []Join aliases Con =l }————> HNode:
- | End-Points___| |All |=| ] compact Stiff ———L _F——— Links: 0 I 151.9 Dijkstra  [v] Delays
30D Map
| [ &8
Groups

South Africa

Africa to Europe

= Europe to Asia
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Data Transfer in WAN



MIT Open Courseware
Data Networks: Lecture Notes

LEC # TOPICS FILES
1 Data Networks (PDF)
2 The Data Link Layer: Framing and Error Detection (PDF)
S &4 The Data Link Layer: ARQ Protocols (PDF)
S5&6 Introduction to Queueing Theory (PDF)
7 Burke’s Theorem and Networks of Queues (PDF)
8 &9 M/G/1 Queues (PDF)
10 & 11 Reservations Systems M/G/1 Queues with Priority (PDF)
13 & 14 Packet Multiple Access: The Aloha Protocol (PDF)
15 & 16 Local Area Networks (PDF)
17 & 18 Fast Packet Switching (PDF)
19 Broadcast Routing (PDF)
20 Routing in Data Networks (PDF)
21 Optimal Routing (PDF)
22 & 23 Flow and Congestion Control (PDF)
24 & 25 Higher Layer Protocols: TCP/IP and ATM (PDF)

ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-263j-

data-communication-networks-fall-2002/
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MIT Open Courseware 6.263J

Dynamic adjustment of window size

TCP starts with CW = 1 packet and increases the window size
slowly as ACK’s are received

— Slow start phase
— Congestion avoidance phase

Slow start phase

— During slow start TCP increases the window by one packet for every
ACK that is received

— When CW = Threshold TCP goes to Congestion avoidance phase

— Notice: during slow start CW doubles every round trip time
Exponential increase!

Congestion avoidance phase

— During congestion avoidance TCP increases the window by one
packet for every window of ACKs that it receives

— Notice that during congestion avoidance CW increases by 1 every
round trip time - Linear increase!

TCP continues to increase CW until congestion occurs



How to efficiently move data in WAN
TCP Performance

What influences the TCP performance?

>

V V V V VYV VY

Available bandwidth

Packet Loss

Out of order delivery

Round-trip

Congestion avoidance algorithm
TCP setup and tuning

Buffers in Switches and routers

Segment Size
RTT * SQRT (Loss Prob)

BW ~

Long distance connections =» Parallelism

losif Legrand July 2014
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FDT - Fast Data Transfer

FDT is an application for efficient data transfers using parallel streams
Easy to use. Written in java and runs on all major platforms.

It is based on an asynchronous, multithreaded system which is using the
NIO library and is able to:

Control connection / authorization_

stream continuously a list of files {:}: ’ {:}

use independent threads to read Povlofb.' [>.Ifbuffers

/write on each physical device RemeS o L i
& Data Transfer Sockets / Channels

transfer data in parallel on multiple =

TCP streams, when necessary
resume a file transfer session

allows to "plug-in" external securit
APIs (SSL, GSI-SSH )
Restore the files from

Controlled by the MonALISA Independent buffers

threads per device
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FDT features

» The FDT architecture allows to "plug-in" external security
APIls and to use them for client authentication and
authorization. Supports several security schemes :

« |P filtering
« SSH

« GSI-SSH

« Globus-GSI
« SSL

» User defined loadable modules for Pre and Post
Processing to provide support for dedicated MS system,
compression ...

» FDT can be monitored and controlled dynamically by
MonALISA System
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FDT Throughput TESTS

FDT Throughput per 1 TCP stream

— l +* + + +$ nd

—

&
)
9,
5
-F: 0.1 =—4—RTT=0.4ms
g —8—RTT=20ms
E —#—RTT=93ms
0.01
0.001
0.1 1 10 100
TCP Buffer size [MB]
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FDT — Memory to Memory Tests in WAN

ciNY  MANLAN

>

e

C2-NY

10500
10000
9500
9000
8500
8000
7500
7000
§500
5000
5500

E% 5000
= 500
4000
3500
3000
2500
2000
1500
1000

500

=500

192.65.196.251

o

~9.4 Gbh/s

----------------------------------------------------

.

14:35 14:40

14:45 14:50 14:55 15:00 15:05 1510 15:15 15:20 15:25 15:30
Service Local Time

15:35

losif Legrand

CERN
e600gvazZ

égf e600gva‘

C1-GVA

= ——

Glimmerglass CZ2-GVA

CPUs Dual Core Intel

Xenon @ 3.00 GHz, 4 GB
RAM, 4 x 320 GB SATA Disks
Connected with 10Gb/s
Myricom
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Disk -to- Disk transfers in WAN

® 1U Nodes with 4 Disks = @« 4U Disk Servers with 24 Disks
s MM;M., S apn i o an NN A St
. *M S| ‘.i
_ | NEW YORK ®GENEVA | CERN ®CALTECH
400 | ,.-
g: Reads and writeson 4 | 2 ‘ Reads and writes on two
= SATA disks in parallel 'Eaz:: ' 12-port RAID Controllers '5?;-i
. on each server 2 ] |, in parallel on each server |
7 L 1 |
| 150 '
" Mean traffic ~ 210 MB/s o) Mean traffic ~ 545 MB/s |
“, ~0.75TB per hour ap-—f-~-2-FB-per-hour F
I i
] 0
1648 1650 1652 1654 1656 1658 1700 1702 1704 1706 1708 1740 1712 .Um 0352 0354 0356 0358 0400 0402 0404 04:06

Service Local Time Service Local Time

€ Lustreread/ write ~ 320 MB/s between Florida and Caltech
¢ Works with xrootd
# Interface to dCache using the dcap protocol
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FDT & MonLISA Used at SC 2006

¥ MonALISA

File View Discovery OGroups Security Position Help 4 services, 15761 nodes, 190475 params

e e e o 3

1 Mormal wise ) Bandwidth Over Time (Current Max Datapoint: 17.77 Gb/sec) 10 Gbps

18

OnTop vievg i
-

3D Map 3. . o § i
I O PP T O O o W 8 SNt A =
aa ‘: . - I [ i F - l|l L i PR
Groups . - . . [ . . . . -
- <—17.7 Gbl/s Disk to Disk
TR -—on10Gb/slinkusedin—¢
g :Both directions from T R
‘Florida to Caltech
Topology _ | :_' W 17 TTTJ;?"”:::':)“'

- -
fﬂl'g
18 Gbps
17 Sbps -
16 Sbhps
15 Sbps
14 Sbhps |
13 Sbps
12 Shps -
11 Sbhps |
10 Sbhps |
S Shps -

Trafic

8 Gbps
F Gbhps

5 Gbhps

5 Gbhps

4 Sbhbps

= Ghps

2 Gbhps
1000 MBbps -
0O bps

==
=

N, 0008

I

Cursor:

24

losif Legrand August 2009
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SC2008 - Bandwidth Challenge, Austin, TX

CIENA — Caltech Booths - WAN links

80 Ghps

FDT TRANSFERS : EEE:ES
Ciena, OTU-4 standard link &2

4 Ghps

carrying a 100 Gbps

20 Ghps

payload (or 200 Gbps
bidirectional) with s

. 10 Ghps
forward error correction. "
30 Ghps
‘Wﬁhss
50 Ghps
60 Ghips

10x10Gbps multiplex
over an 80km fibre spool .

90 Ghps

P|Ck . 1999 Gb/S 100 Gbps

Traffic OUT

Mean 191 Gb/s
We transferred :

FST time

—_ 1 P B | n —_ 12 h O u I'S Abilene LA & Ailens 5L« C_Wave a Cienal © Cienal0 a CienaZ a Ciena3 a Cienad a Cienas & Cienad a Ciena7 a Cienal & Cienad o ESHet SDN a Framellet 1o LA
& FrameNlet toSL & Internet2 DCH & MLR_Amsterdam & NLR_Caltech_1 & NLR_Packethet_ LA & NLR_Packethlet SL & PacificWave_LA
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FDT on 40Gbps NICs (LAN)

sc33-sm-g3

10:56 10:58 11:00 11:02 11:04 11:06 11:C
Service Loc

Exactly the same hardware ... but better drivers and kernel

Improved CPU usage

losif Legrand

45,000/
0250
40,000
37,500
35,000
32500
30,000
27,500
o 25,000
[+
228,
20,000
17,500
15,000
12,500
10000
7,500
5,000
2500

localhost

40 Gbps

2 TCP streams

2014

-~y

i

" 12:08 12:09 12:10 12:11 12:12 12:13 1224 1215 12:16 12:17 12:18 1219 12:20 1221 12:22

Local Time

July 2014

56



FDT used SC2012 on 40Gbps NIC cards

225 Gbps
200 Gbps
175 Gbps

z 150 Gbps
2 125 Gbps
E 100 Gbps
=75 Gbps
50 Gbps
25 Gbps
0 bps

25 Ghps
50 Gbps
75 Gbps
100 Gbps
125 Gbps
150 Gbps

Traffic OUT

11:00 i 12:00
15 Nov 2012

PST time
» Caltech - Padtec » UMich » UVic ;
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FDT used on network tests between
CERN to Ottawa (May 2014)

20G
185G
oG
G
18000 930 20000 20:30 o] :30
Inbound Bits por Second ‘Outbound Bits per Second
-w- 8184 G -w: 154.76
Maximum: 89.59 G Maximum: 207.89 M
Last: 9438 G Last 2391 M
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FDT Status

The multi-threaded approach in FDT together with the zero copy
and the java-NIO was a right architecture that works fine with
1, 10 and 40 NIC cards.

FDT is internally instrumented (ApMon) and can report a lot of
Monitoring information into the MonALISA system.

It can also be controlled by MonALISA agents.

It is not used for data transfers in HEP Grids , but it is used a lot
iIn Amazon cloud ( ~ several PB /year )
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Tuning for high performance data transfers

Default TCP send and receive buffer size were initially 64KBytes

It should be ~8 — 32 MB. Auto-tuning of the buffer size were
introduced recently and works fine

MTU —Maximum Transfer Unit Jumbo frames MTU 9000
Firewalls
IRQ pinning (also know as IRQ affinity)

Congestion control : cubic
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Network mapping for all ALICE Sites

Continuous WAN measurements for 85x85 site
matrix

aQ MonALISA with FTD

Complex topology — automatic analysis of network
conditions, coupled with SE tests

Resulting in

Q Per site list of ‘best set’ of Storage elements
Q Given to the client for data reading/writing
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Tuning high performance data transfers

The High Speed NICs and TCP congestion control mechanism produces
bursty traffic as seen by the network devices.

The queue length is in general described by the integral of the difference
between the arrival process and the departure process:

QL = [ A(t) — D(t)

The arrival processes in in general a random process while the departure
process can be a deterministic process with a random component.

The only case where the arrival rate is proportional with the queue length
jA (t) ~A(t)
t

Is for the Poisson process. High throughput IO is much better described
by chain of bursty arrivals with strong correlations between data
gueues as well as between the sender and receiver process.
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Monitoring Network Topology (L3),
Latency and Routers for all ALICE sites

HIE VIeW UISCOVEry Groups >ecunty HOSmon Help

P [Routers [+|[NoLavout [w| []Joinaliases  Con Node:
. End-Points All w | [] Compact SHiff . Links: 0 I 1,853.2 Dijkstra Delays

Eaoantung >
5,

g aliendb®.o.
7 aliendbs o m
N .

@ °
@ 8
Multi-view 1 & Displa
CAITECH 0
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all the ALICE grid sites

ID

127538
128970
129355
127195
126998
130490
129827
130994
128512
130365
126963
130267
127450
129399
128153
131295
131055
127177
130170
129558
129903
127138
131236

92520
131713
126729
129296
131748

Aalborg - 0
<Aalborg->
Chart views =
IM from
MNo. ID Site (5:::;'] Hops (?“1_55 Streams MNo.
1. 126975 NDGF 635.81 11 5.837 1 1.
b T (= =T T = Y~ il "t | AR S8 = 65.61 1 o
8 ) Pdes configuration for test 128970 - oo N -
«malborg: Source Ba. a9 1 =
P 120.225.192.122 Bm.15 1 =
o5 Ubuntu S.04.1 I 1 &.
Kernel 2. 6. 24-17F-saerver EG.09 1 7.
TSP algo reno :59.95 1 =,
;VuTéer S2E2608 (409& 1275000 2S328602) go.27 1 9.
Suggestions ;3'93 L 1o.
1 11.
21.91 1 12,
<IP MO Target ;zg_g? 1 13,
IF 1z4.152.72.52 2007 1 14,
oS I:gn:leiE’:-Iultii:i'l:ﬁIj_i|'|l.|>c: SL release 4.5 :42_44_ 1 15.
Kernel 2.5, 9-57.0.4.ELlargesmp -43'52 L 15.
TCP algo .40'54 1 17.
ES#?:’S& SEISSE0S (4096 SF3IS0 S3SSE60S] | i i iz:
Suggestion s Ao e 4 20.
,»él 21.
Tests from Aalborg to IPMNO “Foo.
3 23.
M. ID Speed (Mbps) Hops RTT {m=s) Streams >
1. 128970 652,03 i7 F5.19 1 o5,
2. 123za0 S523.89 19 36.23 1 o5,
3. 117348 324 .43 19 35.17 1 rr
<4, 112041 445,569 16 35.19 1 - za.
(= ANnFETT =T-E - | 4= =E A B
R 29.
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129381

Active Available Bandwidth measurements between

Links: FDOT, Kernel parameters

tuning

ouT to

Site (sr-?::;'] Hops (?"1;—] Streams
uiB 879.24 165 33.91 1
IPNO 662.03 17 36.19 1
HDMGF 5627.51 11 5.78 1
DCSC_KU S564.75 7 5.38 1
LUNARC 314.01 14 31.54 1
1SS 162.100 19  49.94 1
CsC 8 = @ Tracepath for test 128970
CHAF | Tracepath from AaThorg to IPTO
CHAF-CR Hop IF RTT (=) Dorveain
OSC | 0 130.225.192.122 o aau.dk
SARA 1 130.225.192.126 o.s7 aau.dk
HIHA R 2 130.225.192.126 0.a7F aau.dk
Kolkatat = 192.28.59.54 .59
RAL 4 102.28.59.213 &.33
p— = 130.225.242.34 &.25 Fskmet. dk
Prague & 1230.225.244.145 5.9 Fskmet. dk
—— 7 O120.225.244.21%8 & 72 Frkmet. dk
— = 193.10.68.121 (= =3=] mordo, net

= 62.40.124.4F &.62 geantz. net

&Sl | 10 62.40.112.78 19.66 geantz. net
Grenobi 11 6Z.40.112.13% 27,71 geantz.net
Catania 1z 62.40.112.105 35.11 geantz.net
SINP 1z 62.40.124.70 35.73 geantz. net
Trujillo 14 192.51.179.90 35,74
uPBs 1s 192.51.188.161 as.98
Madrid 16 no_reply
TriGrid | 17 193.531.188.161 5.1
Legnar® Target vwas not reached
ITEFP |
KPPl L
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FDT Throughput measurements among sites

File Draw Manage sets wiew
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950

900, N\

850
800
750
700
650
600
550
500
450
400
350
300
250
200
150
100

50

________ Large varlatlonsmtheeffectlve'\

j ........... |

........ 'thro u g h p ut

® [PHNL/JIPNL

& 155/gateway02 . desc ku.dk

+ BITP/BITP

= BarifBari

¥ Grenoble/Grenoble
DCESC_KWDCSC_KU

= CCINZP3/CCINZP2

I LELJLBEL

4 Troitsh/Troitsk

m ZA_CHPG/ZA_CHPG

# |[HEP/IHEP
QSCi0sc

* KFHKIKFK]

= Torina/Taring

¥ YerevaniYerevan

ISSIISS

I TriGrid_CataniafTriGrid_...
JINRAJINR

W TACCITACC

® Strasbourg_IRES/Strasbo...

A GRIF_IPNO/GRIF_IFNG

#+ Cyfronet/Cyfronet

= SaoPaulo/SaoPaulo

¥ ITERNTEP

= |S5_LCG/NSS_LCG

» Catania/Catania

I PNPI/PNPI
CERN-SHAZ/CERN-SHAZ

W SARASSARA
FoznanfFoznan
FZKIFZK
SHIC/SNIC
Hiroshima/Hiroshima

¥ CagliarifCagliari

= SPbSWSPbSU

» CERN-L/CERN-L

1 RRC_KI_TU/RRG_KI_T1

« Prague/Prague

06:50 07:00

07:10 07:20 07:30 07:40 07:50 08:00 0810 08:20
Local Time

08:30

08:40 08:50

o CERN-CWMFS/CERN-CV...
MadridiMadrid

nnnnnnnnnnnnnnnnnn

CERN-CREAM/CERN-CRE...

losif Legrand

July 2014

65




Bandwidth tests

Active Available Bandwidth measurements between
all the ALICE grid sites

F Y
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0.2

ETT {msz)
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ALICE Network mapping

The bandwidth tests, routing, kernel parameters are

Q Available to the site administrators for tuning of local network
and host parameters

a Negotiations with network providers
However.... the situation is not ideal

a Network tuning is a difficult task

Q Even well-intended operators sometimes have difficulty
responding to inquiries (terminology barrier?)

O New sites usually need ‘global’ help from network experts
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Control in Distributed Systems



Operational Decisions and Actions

Based on monitoring
iInformation, actions can be
taken in

» ML Service
» ML Repository

Actions can be triggered by

» Values above/below given
thresholds

» Absence/presence of
values

» Correlation between
multiple values

Operational actions
» Alerts
» e-mail
> Instant messaging
» Supervision for Services
» External commands
» Event logging

losif Legrand

 Traffic
- Jobs
» Hosts ||
« Apps
« Networkina

e Humidity
« A/C Power

. Temperatursﬂ

Actions based on Actions based on
local information global information

Global
Service

Local Global
Sensors decision decision
S S
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Control and Optimization

Time delays in receiving monitoring data for the control units :

“giverise to phase lag
+degenerate system stability and performance

Maximize temporal determinism. In general, a time-lag in a feedback
loop will result in overshoot and oscillation. These oscillation could
fade out, continue or increase to bring the system into an unstable

State.

Monitoring
Information
Variable Delay

From ms to days

FEEDBACK
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ALICE: Automatic job submission

Restarting Services

2623 B MysQL daemon Waiting jobs per user
2.384 GB s
2.145 GE
1.907 GE 1360
2 1669 GB 1200
£ 1431068 L
2 yim0s f\_
= w66 M 1oee
7324 Mg £ 500 /
488.3 B = 500 f !
244.1 ME = f
= 700 J | /
2.861 GB b |
2,623 GB g 0 ' ’\'
2.384 GB 500 j /
o 2145 GB 400 Automatic (rejsubmission <
E 90768
E 166968 30
T 143108 200
£ L2 100
976.6 MB
24
488.3 MB S S s s S S S s s S S s S S
201 2 EEIETEEZEEEEEEZEEEEZEEEEREZE R
G CEST time
3 3 1 2 3 4 5 6
MySQL daemon is automatically ALICE Production jobs queue is kept
Restarted when it runs out of memory full by the automatic submission

Trz memory usage Trigger: threshold on the number

Conversation Options Send As

() repository_alice |

of aliprod waiting jobs

Administrators are kept up-to-date on the

(07:50:26) repository_alice: ML service 1SS is back online
(08:58:39) repository_alice: ML service Athens is offline
(09:30:48) repository_alice: ML service Athens is back online
(10:11:00) repository_alice: ML service Bari is back online

(12:21:19) repository_alice: ML service BITP is offline

.

services’ status
Q Trigger: presence/absence of monitored information
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SeeVOGH (EVO) : Real-Time monitoring for Reflectors
and the quality of all possible connections

"2 MonALISA
File V\iew Discovery Groups Security Help

'__ r—

3D Map

&8
Groups

o« o o«
o ©
o o ©
GMap
-

TéhP-a'n' '

ALTECH node(s) under cursor:
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EVO: Creating a Dynamic, Global, Minimum Spanning
Tree to optimize the connectivity

A weighted connected
graph G = (V,E) with n
vertices and m edges.
The quality of
connectivity between
any two reflectors is
measured every second.
Building in near real
time a minimum-

spanning tree with
I I I I| addition constrains
e III w(T) = > w((v,u))

VSU WIE-IND WPvS-jp wvs-Us

(v,u)eT
Resilient Overlay Network that optimize real-time communication

73 losif Legrand June 2013
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Dynamic MST to optimize the
Connectivity for Reflectors

Frequent measurements of RTT, jitter, traffic and lost packages
The MST is recreated in~1S case on communication problems.
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LISA- Provides an Efficient Integration for Distributed
Systems and Applications

@ It is using external services to
identify the real IP of the end
system, its network ID and AS

€ Discovers MonALISA services
and can select, based on service
attributes, different ap,ollcatlons
and their parameters (ocatlon
AS, functionality, load .

SerV|ce

Application
Service

k
0 Based on mformatlon sucfl
as AS number or location,
it determines a list with the Best
best possible services. Safice Discovel
O Registers as a listener for

other service attributes
(eg. number of connected
clients).

O Continuously monitors the
network connhection with
several selected services
and provides the best one
to be used from the
client’s perspective.

O Measures network quality,
detects faults and informs
upper layer services to

take appropriate decisions
losif Legrand July 2014 75
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SeeVOGH : Optimize how clients connect to the system for
best performance and load balancing

BACKUP_NZ Norbed Abel! i [ Depto. Fisica Teorica U. Zaragoza]

CERN do-R-2 {0
Fhitipoe EVO Support

oo Chiis Messom

100 100 ‘

uessv > .
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eyl (e oo Az Hanaka Sehee 100 - ST e

.’r Room 243 0
EVO Suppod fﬂaue b Joern Adamezews ki
%, Fabrizic Palls ‘100
‘ongdok Ri o 100 \ '

>
-_— 100
Vitor Michatein
Takieshi Nakadiars @ 100 ‘ Rebecca Lamb
Shunsuke Ozawa
/ EVO Support (Wzmek)

" T
FPhil Galvez i
UsFO1_BR
LPC X Ocart
e < Evocs
H.323 User
< Evoms_us_
Jogo Femandes

100
LPC Round Table DRSAY FR mssec CMS Secretanat

GERM JO-5- 401

o Maenpaa

Petr Holubs

1
william Eell

Grégory Denis

Marek Ev0 support

Liz Sexton-Hermedy
AfRNet_Al

Howam  Gomor

100
00

Edward Blucher

LCR LEPF

100

100
100

Wic- AT in Edwcation 2

Andreas Kugel

Jjae Navhtnan

chris masullo ]Ch';e ot ] / 'k
Nizorui Lu W Pominil Wegede o —
Yuji Yamaza
100 thierry ruissy Cenaliebey 100
Ulrich Bi i

Sylvzin LESAGE DESY 25005
Jozn Soto [ Junpei Maeda an’ Moilzren ]
Reinham Sishen
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Distribute Information from protect communities from

network attacks

L) 34‘, )

%'\.

IDS Alerts

MonALISA
IDS Agent

' IDS Alerts |

Proxy Service

IDS Alerts

IDS Alert
. Intruder IP .
Priority #

MonALISA IDS Agents

losif Legrand

Propagate information
to all peers and network
devices to block the
attackers .

July 2014 77



Monitoring the Topology and Optical
Power on Fibers for Optical Circuits

File View Discovery Groups Position Security Help 179 famms, 18761 nades, 218730 params
ime: 13 ALISA Version: 1.4.6
LocaI‘Tlme_. 13:28 (CET) Maon ersion - A _F——— (3 Wired connections Create optical path |
- | rl:llgllmmerz gllmmer2 nnected nodes @ Fort connections Remowve optical path |
o= | Master Inbut
= ; C |
[El2s-28 31 32 OntrO Ing
E28-25 s
% 4 0S_Ports .
Ejz2_1n
22_Out Output A
25—1" 22 25 31 |32 EIE—DDr;w Manage sets Analyze sets View
[E]25_0ut . . . . -
23_II1 . . . . 0S_Ports  curentuime: 12/13/05 133 pm
[Z)28_out
. Device parameters 5
32_1" Device name: GLIMMERGLASS _glimmer2
[E132_0ut IN Part Labels : -10
E31_In OUT Port Labels: "
31—0"“: Port parameters M %
immerz2- |
o= _ | Monalisa Port ID Powar E b 20
- ) glimmer2 "
o _ | 05_glimmer2 [ Input | 25 | -5.874 dBm | & 25
[ Output I 28 | -10.129 dBm | In 5
-3
zz| 28] 28] =1 =z Part-
[]FDX ‘ Legend | | connect | | Disconnect _I _I _I _I _I 35
Site info ML Admin | | App Control | | 0S Admin | "IAI Out -4
1 (2] [zs] ] [o1] L=z o
File Draw Manage sets Smooth sets Analyze sets View 11 -50
I
Port-Power \\ = & =5 & = § = & = &
g o o & 2 G- = = B P
0
-5
10 =]
k{\
-t \
=20
-25 = 26_Out ‘
-30 & 28_In
35 & 25_0ut . .
- + 250n P t t
<<= Port power monitorin
45
_50 1 - —— s |
-55
13.22 1324 13:26 13:28 13:30 13:32 H H
PR ER e Glimmerglass Switch Example

78 losif Legrahasif Legrand July 2014 June 2013 78



“On-Demand”, End to End Optical
Path Allocation

[ e B e
[ ] willem@bopen: fhomejwillem .:a L)
>FDT AffileX Blpath/ & o

CREATES AN END TO END PATH <1s

OS path available
Configuring interfaces
Starting Data Transfer

Internet

MonALISA Distributed Service System |

“use ethl.2, ...”

/

79
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Active light path

gl 5 | MonaLisa
g 2 Service
LISA AGENT SOV . R R -,
LISA SetS Up \— ““ .jlh_.a"' .jlh_.a
- Network Interfaces “"‘ _
- TCP stack o’ N e Wy,
- Kernel parameters W | T '5""_1_ >
- Routes Vh g _.---""' Optical Jéwitch
LISA 2 APPLICATION = T -..-,-{:-:; PR R

¢ Detects errors and automatically recreate the
path in less than the TCP timeout

losif Legrand fgﬁuary 2012
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Controlling Optical Planes
Automatic Path Recovery

Bk MonALISA —la] [x
File Yiew Discovery Groups Security Position Help 4 services, 44 nodes, 599 params %
T ® Normal view [ |ABPing RTTime [ | DS Links WAN Links []Animated [ | Net Flow -

) OnTop view 1} 0 8§47 NN 1354.41 Mbps 0 I 0 Mbps

3D Map

&5

Groups

|
TabPan
L] o [
o ©°
o o -]
GhMap

il B
MU - view

CALTECH

Action: & Foom ¢ Rotate Ve ' Scale nodes ave ' S|:||:|:|:IK/J
- o - e . o o~

200+ MBytes/sec
From a 1U Node

tarrh z

S——
]

FDT Transfer

)
1800 Vel WL "*”'"""""'\ 57 TP

1700 !
1600
1500
1400
1300 ;
1200

9 1100

= 1000 ‘ 4 m ethz_IN

5

?"'The traffic moveésifrom one | 3
transatlantlc Ilneueo the other one aoo 1

500

DTtransfer (Jf{:ERI\‘il CALTECH) = 4 fiber cut emulations

200

C‘ﬂtln “uninterr : 109

-100
-2004

22:58 23:00 23:02 23:04 23:06 23:08 23:10 23:12 23:14
nodes) under cursor: Service Local Time
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“On-Demand”, Dynamic Circuits
Channel and Path Allocation

186 Gbps ==

70 Cbps
B0 G

50 Gbps
. -

= 50Cbes

e a e = I C e

" 20 Cbps

20 Gbps

10 Gbps

0 bps

>FDT AlfileX B/path/

path or channel allocation
Configuring interfaces
Starting Data Transferss

MAP Local VLANSsS | Recommended to use two NICs
to WAN channels -one for management /one for data
or light paths -- bonding two NICs to the same IP
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The Need for Planning and Scheduling for
Large Data Transfers

storel(raid) - hermesl({mem) - FDT transfer speed
3750 : : : : :

3500 A
3250 %
aooo 1Y \
2750
2500 4+
2250 -

2000 A m2Zm_s1-h1_a

* 12m_s1-h1_hb

L 2m_s1-h1_c
& 2m_s1-h1_d

Mbps

17350 A

1500

1250 4

1000 4
750 -
200 -
230 1

00:05 0o:10 0015 00:20 00: 25 00:30
Sernvice Lacal Time

2.5 X Faster to perform the two reading tasks sequentially
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Dynamic priority for FDT Transfers
On common segments

Priority 4

Mbps

FDT transfer speed

Priority 2

1000t — e ——————-I — — -

9001 — —— S Sostuiol Bt oo IS— A ok el i

Priority 8

g0l ............ ié .............. .............. | ......... AR AE— A— S - A— -

7004 I — e o A e e -

CTT] E S A e
E |I [ i i l : : m cat-462
T .......................... ............. | ............ ............. ............ ............. ..... . cat 466

L ocat-464

! f ! ! ! b
4uu- ..... . ............... I. ........... _. ............. .\_.\_I

! 1 - | gl ! ' i
300+ ............. ]IJ ....... ' ........... .............. .............. ............. ............. poomoenmoeees .............. .....
200 _____________ J', ____________ ______________ ______________ ______________ ............. _____________ ______________ ______________ _____

100 b SR SR S N S S SR -

16:02 1604 1606 1608 1610 1612 1614 1616 1618 1620
Service Local Time
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The Challenge in how to use very large amounts of
monitoring information

> MOonALISA collects ~ 6 millions persistent monitoring parameters
and ~ 100 millions of volatile parameters per day

> We can easily access any of these parameters but in general when
there problems, finding and understanding them is not so easy

» Are all of them correct ?

> Do we have all the information we need ? In many cases
application and services are not ( correctly ) instrumented .

> Do we collect redundant information ?

> Itis important to build correlation engines for most important data
flows and in this way to help detect pathological problems for
distributed systems
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Collecting and Storing Very Large
Amounts of Monitoring Information

CMS _ ALICE

= Sustain rates of 1000 R
. monitoring values/s
- and peaks of 8000 values/s
g E 00 -
. Tens of TB of monitoring data
E‘ 500001 off| | kerne| upgraded
\| | 'J. H i

=z 25 X times more data are collected
o 0 and used to create the

e R i s necessary aggregate values
‘zoéugl l Sep [ lov | ‘lan 1 Mar f May \zml.:l l Sep | Nov [ ‘II" 1 Mar [ May \nlj.l;.l - Sep | HNov f ‘]Iﬂ - Mar 1 May Ln]].:l | Sep  MNov 1 ‘lan f]:!al 1 000

; 1 :
local time ” 14 Sep Now Jon M M . Sap Mo Jan Mar May) I Sep N Jn Mar May.Jl Sep ov Jan M May. Jl e tow Jan M My J 529 v Jon Mt
! 2007 [ 2008 A ] e 11 § ) \ 2013
+-arda_cms ml2 -+ arda cms_ml3 -+ dashboard04 -+ dashboard07 + dashboard08 -+ dashboard09 -+ dashboard12, cem.ch -+ dashboard2l i
+-dashboard25 -+ dashboards4 +-5UM R

~ 1.2 X 10 ! Monitoring parameters ~1.3 X 101! Monitoring parameters
Received in the CMS Dashboard Received in the ALICE Repository
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Max ~ 3000

Load - Traffic distribution for all Xrood servers

“Bad” servers

100w

.............. ST T

Total of 358

Load

0 50 100 150 200 250 300 350 400
Throughput [MB/s]
86
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Traffic OUT
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Trying to find a better way to store and analyze
large sets of monitoring information

Very large amount of monitoring information is currently
collected.

The users want more and more monitoring information,
but is really difficult to analyze all the data we collect.

Deleing older data or keeping only long term mediated
values Is not really a solution.

Wavelets seems to provide an effective way to compress
monitoring information and to analyze large, complex time
series data.
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The Fourier Transform

Represents a signal into constituent sinusoids of different frequencies

F (W) = Zf (t)e ™t
iy

Time

-
M-

Amplitude
Amplitude

 — —

Frequency
(A
[ [
| ‘\ / \\ Fourier
. \ ‘
/ \J \\ / - \\ _» If | If \\
, il
\\. i ~ ! ! ;’ "\ :
\ / ) / I B AN NN A
L L by ! A
I.Ilkl / \'\ / TranSfOfm \\\ ] \\ / \\\ ;,. ' ! '.H ,'J ' ! L R \\ ! l".ll / ll'l\ {
)I |" i J ' ,‘! I V! L v ll' 4 f ! ! / ! !
Y y y g ¥ % L oo o Ny

However it does not indicate when different frequencies occur
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THE WAVELET TRANSFORM

Frequency -->

Translation

(The time location of the window)

| &

|

Scale

Mother Wavelet
Scale is generalized local frequency

Mﬁﬁ

. Yl Y

5
=
e
3
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133333
[ s—

|.|_- JI

N
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Wavelet Transform

Provides the time-frequency S
representation

Capable of providing the time and
frequency information
simultaneously

WT was developed to overcome
some resolution related problems
of the STFT

We pass the time-domain signal
from various highpass and low
pass filters, which filters out either
high frequency or low frequency
portions of the signal. This
procedure is repeated, every time
some portion of the signal
corresponding to some frequencies

being removed from the signal

=
i
T

-
T

Amplitude

=
m
T

Scale

20 40 B0 a0 100 120
Tirne
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Discrete Wavelet Transform

Magnitude Response
T T T

L Down-
LQW Pass |, Sample | —» Approximation (A)
Filter 2X

1 Signal

R

. Down-
High-Pass
Filter | ;?mple > Dedl®)

A single level decomposition puts a
signal through 2 complementary

low-pass and high-pass filters

The output of the low-pass filter gives
the approximation (A) coefficients,
while the high pass filter gives the
detail (D) coefficients
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Traffic M

Network Traffic in USLHC net

CERN Tier0-US Traffic
6.5 Cbps

5.25 Gbps
& Gbps . . ¥ .
24 H History with high sampling rate
5.5 Cbps
5.25 Gbps
5 Gbps
4,75 Gbps
4.5 Gbps
4.25 Chps
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3.75 Gbps
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3.25 Gbps
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2.75 Chps
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1.75 Gbps
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1.25 Cbps
1000 Mbps
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500 Mbps
250 Mbps
0 bps

AN N oA A W, A -]

e, \ 4
17:00 | 18:00 19:00 | 20000 | 2L:00 | 22:00 | 23:00 | 00:00 | 01:00 | 02:00 03:00 | 04:00 | 0500 | 0g:00 | O7:00 | 08:00 | 0900 10:00 | 1100 | 12:00 | 13:00 | 14:00 | 15:00 | 16:00
10 May 2013 11 May 2013 %
CET time

|l FMAL primary = FMAL secondary s BNL primary a BML secondary
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Compressing Time Series Data

&000

T T
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Example of Compression for high sampling network traffic
data

8000 ' . ' ' 5000 . . . .
— 0 . —
ool Sig Energy =70% | | Sig Energy = 90% |
6000 Storag : = 3% 6000 - Storage = 10%
5000 |- T 5000 |-
5% 4000 . | . % 4000 -
2000 | | | | . 2000 -
2000 ' N |'| 1 2000
|
1000 - S 1 } l L . ’IOOOM
Oh 6h 12h 18h 24h Oh &h 12h 18h 24h
8000 . . . . 8000 . — | |
ol | Sig Energy =95% | .| “ Sig Energy = 98% |
6000 - Storag = 18 % . 6000 StOI’ag — 42% ]
SueoF 1 5000 I
% 4000 + 2 4000k
3000 - °
3000 -
2000
M 2000
1000 -
1000 |
Con = 12h 18h 24h
“on & 12n 18h 24h
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Self Similarity Structure in the Transformed Space

.
:

L= = 1= 1 =k

A

(o}
(o3}
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Similar data transfers operations that
overlap in the total traffic pattern

0.518745
0.259373
0.129686
2 0.0648432

0.0324216

13 Mal n”
Frequency

0.0162108

0.0081054

0.0040527

0 0.2 04 0.6 0.8 1 1.2 1.4 1.6 1.8 2
Time
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Detecting Clusters in Multiple
Time Series Data Using Wavelets

d Use a multidimensional grid structure onto data space

ad These multidimensional spatial data objects are
represented in an n-dimensional feature space

Q Apply wavelet transform on feature space to find the
dense regions in the feature space

Q Apply wavelet transform multiple times which result in
clusters at different scales from fine to coarse
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09

08

07

06

058

04

03

02

Acceding hierarchical clusters
for the site efficiency plot

Number of Classes: 6

Major Advantages:

» Complexity O(N)

> Detect arbitrary
shaped clusters at
different scales

1 | » Not sensitive to

- noise, not sensitive
ﬁ | to input order
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Results for cluster classification for sites
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Q1=1-D/max=0918 —- Q2 = D/ (max-min) = 0.082
T T T T T T T

it

Mgl L "]

1
0.2

1 1 1 1
0.4 0.6 0.8 1 12 1.4 16

Class 3 - Nb5 - 11.80% - D=0.158
Q1=1-D/max=0.842 —- Q2 =D/ (max-min) = 0.158
T T T T T T T

x 10

I!‘l'

ol

\I’l " 'i h

I " :' rl

‘ '.' '11* l

i

1
0.2

1
1.4 16

Class b - Nb2 - 476% — D=0.152
Q1=1-D/max=0.848 - Q2 =D/ (max-min) = 0.152
T T T T T T T

1
18 2
x 10°

" ||‘|" ’

“m(

1 1 1 1 1 1 1
0.4 0.6 0.8 1 1.2 1.4 16

losif Legrand

1
18 2
x 10

Class 2 - Nb 14 - 33.33% - D=0.117
Q1=1-D/max=0883 - Q2 =D/ (max-min) = 0.117
T T T T T T T

W \ 1' 'l |;. 1(" | |

0.8

0.2

Class 4 - Nb4 - 952% — D=0.150
Q‘I 1- D!max 0850 Q?_ D!(maxmm) 0150

P STy ™

"oH 'b}:\“-jw \“\ bl | ',,r lll r’

4 vl ““([Nlﬁ"
""'H “ 1

X '
0
02 04 06 0.8 1 12 T4 6 8 2
x 10°
Class6 - Nb1 - 2.38% — D = 0.251
Q1=1-D/max=0732 — Q2 =D/ (max-min) = 0.268
06}
ool M bod /\ fw M
02” "‘m VW\J “r ‘ U &“
0 1 1 1 1 1 1
06 0.8 1 1.2 1.4 16 18 2
x 10*

July 2014 101



Monitoring: A listener to the “grid” orchestra ?

Can we analyze and use in near real
time monitoring data in this form ?
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MonALISA Today

Running 24 X 7 at ~370 Sites
O Monitoring -

Q 60,000 computers R e

| Posod | Lof meuss betios; (Solast) Rotaln | Transtsin | Zosm Seale nades |

O > 100 Links Major Nets

d Tens of Thousands of Grid
jobs running concurrently

d > 14,000 end-to-end network
path measurements

O Using Intelligent Agents
O Collecting > 6mil persistent
parameters in real-time

d ~ 100 millions of volatile
parameters per day

O Updating ~ 35,000 parameters
per second

 Repository servers 10 mil.
users request / year

HTETE] WSIET CRrson;
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The eight fallacies of distributed computing

It is fair to say that at the beginning of this project we underestimated
some of the potential problems in developing large distributed
systems in WAN, and indeed the “eight fallacies of distributed
computing” are very important lessons:

1) The network is reliable.

2) Latency is zero.

3) Bandwidth is infinite.

4) The network is secure.

5) Topology doesn't change.

6) Thereis one administrator.

7) Transport cost is zero.

8) The network is homogeneous.
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The MonALISA Experience

Unified platform for all the monitoring information
Service Oriented Architecture ; Dynamic Discovery
Agent model for monitoring modules / filters and actions

Functionality to dynamically subscribe for any type of
iInformation “on the fly”

Use of a simple and efficient communication approach
(problems with RMI, XML ....)

Multithread approach is instrumental for the performance
and reliability for the system

Good Graphical views & representations to present
Information

Simple and efficient approach for storing data
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